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..~ 2601. DefinitioD.l
"f aJ DErtNITtONs.-ln this chapter-

-the terms defined in sect10n 2510 have. re5pect1vely, the mearungs stated 10
that Sei:tlon.

- ·call·idenu{ying information'-
" A~ means all dialing or signalling information that identlties the ongln,

direetlon. desunation. or tenmnaaon of each commurucauon generated or
rei:elved by the subscnber eqwpmeot. facility, or servtce of a telecommuru·
cauons carner that IS the subject of a court order or lawful authonzatlon:
but

"1 B) does not include any information that may disclose the physic:al loca­
tion of the subscnber j escept to the estent wt the locauon may be deter
mined from the telephone number).

~ 'Commission' means the FederaJ. Communications Commission.
- 'government' means the government of the United States and any agenc:y or

instrumentality thereof. the Oistnct of Columbia. any commonwealth, temttlrv.
or possession of the United States. and any State or political subdiV15ion there<,f
authonzed by law to conduct electronic surveillance.

- 'informauon 5el"Ytces'-
"I Al means the offenne of a capability for generating, acqumng. storing.

transfomung, proceu~. retneY'ine, util.izine. or making available mfonna­
tlon Vla telecommunicauons; and

", B) includes electronic publishi.D.I and eleeuonic messaging services: but
"IC) does not ioc1ude any capability for a telecommUDlC&uons camer's In·

temal management. control. or operation of ita telecommurucauons net·
work.

'''telttCOmmunicatioDS support services' means a product. sodware. or service
used by a telecommunications camer for the internal signaling or sWlu:hing
functions of its telecommunicatioaa network.

.. 'te!eeommunicatioDS carrier'-
"( A) means a penoD or eDtity eappd in the transmission or sWltehlng

of wire or electronic communications u a cammoD carrier for hire '''''thm
the meaning of sectiOD J(h) of the Communications Act of 1934 (47 (j.se
133C h)));

..(8) includee-
"( i) a penoD or entity enppd in providinc commercial mobile semce

(as defined in sectiOD 332Cd) of the Communications Act of 1934 14 i
U.S.C. 332(d»); or

"(il) a perIOD or entity enppd in prrmdiJ:Jc wire or electronic: com·
municatioD nritehiq or transmjpjOD service to the extent that the
CommiuiOD fiDd8 that such servtc:. is a replacement for a substanual
portion of the local tale,boDe orb ' D " service and that it is in the pub­
lic iD~ to deal such a penoD or eDtity to be a telecommurucauons

. carrier for PurpGllea of thia chapter, but .
"(e) do. not iDclude perIOns or eDtiti. imofar as they are engaged 10

prwidi.Dc informatioD services.
N,18OI. AaaiAaDce capabUlty require••atll

'"(a) CAPABlUI'Y REQu1:Jwa:NTs.--EsI:ept u provided in sub~ons lb). (c). and
ld) of this MCtioo. &Del subject to MICtion 2607(c). a t.elec:ommunicatlons. camer shall
enaun that ita 1UYiee. or f'aci1iti_ that pl'O'Vicle a CUItomer or sublcriber Wlth the
ability to oJ:iliData. t8'miData. or dinct commWlicatioaa an capable 0(-

-( 1) expeditioualy iIolat:iDc aDd enablilur the fOWl"IIIDeDt ~ intercep~ to. the
esdUlion of lAy other COIIUIlUDicatio... an win &Ad~mc comm~~uons
carried by the c:aI"rier witbiD • ..mc:e ... to or from. eqwP-:UDt. fa~ti~. or
services of' a IUt.:riber of INCh c:arrier CODlCUlftlltly WIth their tl'amml~\OI1 to
or ftom the sublcribers M"ic:e. facility, or equip.....c or at such later ame as
may be ~table to the~t; . .

-(2) es:peclitioualy i80latiDI aDd enab1iDc the l'DftI'IUDe.Dt to aeee- call-ldenu·
fYinI informatioD that ia nuoDably availAble to tbacam~ .. .

"fA) beCon. duriDc. or immediately aa. tba transm'WOD of • Wlnt or
electronic eommUDicatioD (or at such later tirIIe as ma,. be acceptable to the
gDVer11lDeDt); aDd
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", Bl In a manner that allows It to be associated wnh the commurucatlon
to WhlCh It penalns.

~xcept that. W'lth M'!gard to Informauon acqui~d solely pursuant to the lu~hor.
lty tor pen r~sten anC1 trap and trace cievtces I as defined In section J L~7'

such cail-Identlfytng infOrmatIon shall not Include any Informatlon that ma'll
disclose the phySIcal locatlon of the subscnber 'except to the eXtent that r.!".e 10­
catlon may be determmed from the telephone number ':

MI31 delivenng mtertel3ted commumcations and caU-ldentIfYing mformatlon t(
the government In a format such that they may be transmltted by means at' fa
cIHtle! or services procured by the government to a locatlon other than thl
premIses of the carner: and

,., 4} facilitatlng authonzeC communications Interceptlons and access to caU
Identlfying informatlon unobtr".lSlVely and w,th a mlrumum of inteTfe~nce Wltl
any subscnber;s telecommurucatlons servtce and In a manner that protect!--

", AI the pnvacy and secunty of communlcauons and call'ldenuf\'ln~ In
fonnation not authonzed 10 be Intercepted; and .

", Bl informatIon regarding the government's Interceptlon of commUlUca
tions and access to cail-identifying Informauon.

"'bl LI~ITATIONS.-
"Ill DESICN Of' F£An:RES ......\'O SYSTEMS CONFlCl:RAnONs.-This chapter doe

not authonze any law enforcement agency or officer-
"r AI 10 reqwre any speafic deSign of features or system configuratIons t

be adopted by proVlders of wire or electronic communication semce. mam:
facturen of telecommurucations eqwpment. or proVlden of telecommunJ
cations support servtces: or

.., 8110 prohibit the adoption of any feature or servtce by provide" of W'll
or electrolUc commUIUcauon servtce. manufacture" of telecommun:.catloll
equipment. or proVlden of telecommuIUcauons support semces.

"'21 I:-iFORMAT10N SERVlCES: PRIVATE :-iEi"NOR1<S ."-....0 tNTtRCON~ECTlON :'in'
ICES ..........0 FAC1LIT!ES.-The reqwrements of subsection lal do not apply to-

", AI informauon serVlces: or
..,B) 5erVlCes or facilities that support the transport or 5W\tching of COil

municauons for pnvate networU or for the sole purpose of interconnect1l
telecommunications carners.

"'3) ENCRYPrtON.-A telecommunications carrier shall not be responSible f
decrypting, or ensuring the government's ability to decrypt. any commumcaw
encrypted by a subscnber or cuatomer. unlen the encl"Yl2uon was pro",ded I
the carrier and the carner possesses the informatlon necessary to decrY'Pt t;

communication.
"'CI E!lIERGENCY os EXICE~'T C1RCt."'MSTANCES.-rn emergency or exi~ent c

cumstances I incluciin, those described in sections 2518 (i 1 or I 1114 b I and 3125 of d
title and section 1805(el of title SOl. a carrier at its discretlon may fulft1l its rf!l'Cl
sibilities under subsection (u3) by allowinl monitonng at Its preDUses If that IS t
only means of accomplishinl the lnterception or aCtess.

"td) MOBILE SERVlCE ASSISI'ANCE REQUlREMENTS.-A telecommuIUcations carr
offennl a feature or servic. that allows subscribers to redirect. hand off. or aS11
their wire or electronic communications to another semce area or another 5e"
provider or to utiliz. faciliti. U1 another semce area or of another MI'V\Ce proV\l
shall en.aure that. wh.n the carrier that had been proviciinl assistance for the inl
ceptioD of win or electrOnic communications or access to call·idenufying Informat
PUl'SU&l1t to a court order or lawful authorization no longer has access to the conti
of such collUDunications or call-identifying information within the HI'V\CI ana
which interception hu been occurnl1l as a result of the subscriber's use of sucJ
featun or service. Information is made available to the government t before. dun
or immediately after the transfer of such communications I identifying the pro"
of win or elecU"Oruc commwucauon semce that has acqwred access to the cow
nicatioDS•
.., 2803. Notie. of capacity require••Dca

.., a) NancES OF MAXIMUM AND AC'nJAL-CAPACm REQCIREMEh'TS.-
..(1I IN CENERAL.-N'ot later than 1 year at\er the dace of enaeunen,t of I

chapter. after consultinc W\th State and local law enforcem.nt agencIes. t
communications carriers. providers of telecoaunuruc:auons supPO" HI'V\CeI.
manufacturers of telecommurucations equipment and a~r nouce and comm
the Attomey General shall publish in the Federal Repster and ~roV\de to
propnace telecommunicatIons carrier associations. standard-setung of'IU
tions. and for a-
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"1 A) notice of the mazimum capacity reqwred to ao::ommodate all of the
commumcatlon inten:eptioaa. pen l"eClstel'S. aJ1d trap and trace deYlces that
the Attorney General esamate that government aienaes authorized to
co~duct elec:trotUc surveillance may conduct Uld use sunuitaneously: and

I B) noUce of the number of comm,umcanon interceptions. pen registers.
and trap and trace deY1ces. repre5enang a portion of the manmum capacity
set forth under !Ubparagraph iA,. that the Attorney General esumates that
government agencies authorue<i to conduct electrotUc surveillance may con­
duct and use stmultaneously aiUr the date that is 4 years after the date
of enactment of this chapter.

~: '2) BASIS OF NcmCES.-The notices 1SSUed under paragraph I 1) may be based
upon the type of equipment, type of service. Dumber of subs<:nbers. geographlc
locaaon. or other measure.

"1 bl COMPl1.........CE WITH CAPACm NancES.-
~I 1) INITtAL CAPAClTY.-Within 3 yean after the publication by the Attorney

General of a nou~ of eapacty ~meDta or wtthiD 4 yean after the date
of enactment of this chapter. whichever 15 lODger. a telecommunications carner
shall ensure that 1ts systems are capable of-

"t Al expandil1l to the maximum capacity set forth in the notice under
subMC:'tion ta)( 1)l A): and
. ~(B) accommodatiDg simultaneously the number of interceptions. pen ~g­
lSters. and trap and trace devtces set forth in the notice under subsec:uon
lul)(Bt _

"(2) EXPANSION TO MAJCIMt1M CAPAClTY.-After the date described in para­
graph (1). a telecommwucations carrier shall ensun that it can accommodate
expeditiously aDy increue In the Dumber of communication inten:epuons. pen
rqlsUtn. and tnp a.Dd t::r'ace deYic:ell that authorizllci apnon may SHit to con­
duct and u.se. up to the mn'imum capacity requirement set forth in the notice
under !Ubsection <ax l)(A).

"leI NcmCES OF INCREASED MAxDrrIUM CAPACrn REQCJ'lUMENTS.-
..(1) The Attorney GeDeral shall periodically provide to telecommunicauons

carrien written ootic:e of any Il-: I'ry inc:nuea in the mnjmum capacIty ~
qwrement set forth in the naQce under subleetioa (a)( l)(A).

"(2) Within 3 yean aAtr 1"IlICIBviq writleD DOtU:e of increased cal»acity ~
quirements under parapph (1). or witbiA such loqw time period as the Attor·
ney Genel'Sl may specify, • t8lecommw:Uc:atiolUl carrier shall ensure that lts sys­
tems are capable of apa.adinl to the iDcnueci m·rjmum capaaty set forth tn
the notice.

.., 2804. SYfteIlUl MCUrity ..cl1D.~ty
..A telecommunicatiolUl carrier shall ea.sun that any court ordered or lawfully au­

thol'izeci lntelftPQOD of cammUDicatioaa or acc:eu to ca.U·ideDtifyiog informauon ef­
feeteci withiD ita mt.ehi.DII pnmi.. caA be acUyated ollly with the atRrmaUve mter·
vention of aD individual olllar or employee of the caI"rier.

",2801. COOperaUOD 01 eqm....*...ataci1U'en aacl providen of tel..
co-..ua.lcatio... npporC IIeI"'ricee

~(a) CoNSULTA"ON.-A ttlnammuaicatiODa c:anier sball coDaUlt. u necllliry. in
a timely Cubioll with manuf'aetunn 01 ita telecommUDicatiolUl transmission and
switdUllc equ.iPlDellt &ad ita pl'O'ftden of WecommUAicatioaa support semen for
U. PUI'pOM o( idftt:i.fJiDI~ Ml'Viw or equiPIDIIDt. iDdudiq hUdw~ and soft­
...... that may nquin IDodiLcatioa 10 U to permit COIDPliaDce with thia chapter.

"'{b) MOOIPlCA11ON or EQuIPMIHT AND SIIMcza.-8ubject to section 2607(c)••
~ of telecommUDicatio.. tnnmi-QQ or switchi.ac equipment and.
pnm_ of t8Mc0mmUDicatiou support 1eI"V\~ IhalL on a nuooably. timely bua.I
del a' • ,..ubla c:harp. maP a.,.jI·ble to t..I» ·'1 lJIIUIlwucaUODa camen
usiDc ita equiplllftt or ....... lUrCh modi8cac3oM u an 01(1'1'''1 to penmi such
caman to compl, with thia cbapW.
.., ... TecluUca1 reqaireIMIIa aJId. ........... esteuiOD 01 co.pllaAce

clate
~a) SAn HAuoIL-

"(1) CONSULTATtON.-To eDIIUft tbe ellcieAt ud iIuIutr7.wtcie imp....ata·
tiOD of the ...... ~hi1jtJ~IltaUDdII' MCtioD 2602. t.b8 A.tt.orDiIy
Geural. in CDOI'diDatioa witill ota. r..-al. Stata. aDd local law eD£~.nt
~. sha11 eouult widl appropriate UMCieCioal. &DCl1taDdard~iUDI orp.
DlI&tioaa of tha tell CClmmUDicatioaa iDlluttI'y aDd _th Nf....ataU~ of u.-n
of tellCO"'mUDicatioa .me- aDIl Caci1iti-.
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-12) COMPL!A.'iCE C:-;'OER ACCEPn:O STANOARDS.-A teiecommurucatlons CarT'

shail be found to be In com~liance W'\th the ~slstance capablhtv r"eqUlremel
under secuon 2602. and a manufacturer of tetecommulUCatlOnS transmission
sW'\tching eqwpment or a proV'lder of telecommunlcauons support serV'lces 3r
be found to be In comphanee Wlth sectIon 2605. If the camer, manufacturer.
support ser'V\ce proVlder IS In comphance Wlth pubiic:iy available te(hnlcaJ
qwrements or standards adopted by an tndustry aS5'Xtation or standard·sett
organlzauonor by the Commlsslon under subsection \bJ to meet the requ:
ments of secuon 2602.

-t3) ABSENCE OF ST.~'iOA.RDS.-The absence of techrucal requtrements
:standards for Implementing the asslStance capabllity r"eqUlrements oi sect
2602 shall not-

"/ Al preclude a carner, manufacturer. or !ef'\o"lces proV'lder from deplov
a technology or ser'V\ce: or .
. ", 8) relieve acuner. manufacturer. or 5ervlce provtder of the obll~at.
Imposed by settlon 2602 or 2605. as applicable.

"(bl FCC Al.:THORlTY.-
-Ill (S GE:-iERAL.-lf industry associations or !Standard·setting organtlatl

fail to issue tae:hnical reqwrements or standards or If a government a~enc1
any other person believes that such reqwrements or standards are defiCient:
agency or person may peuuon the Commasion to establish. by notace and c
ment ruiemaking or such other proceedings as the Commlsslon may be aut:
ize<i to conduct. technical requirements or standards that-

"1 Al meet the asslstance capability reqwrements of section 260'2;
"f 81 protect the pnvacy and securIty of commUnlcauons not authonze

be incen:epte<i; and
"Ie) serve the policy of the t:nited States to encourage the provlSlO

new technolOgies and ser'V\ces to the public.
~(2) 1'RANslnoN PERJOD.-If an mdustry technical requirement or standal

set astde or supplanted as a result of Commission action under this seeuon.
Commuision. afier consu1t.i&uon Wlth the Attorney GeneraL shall establish a
sonable time and conditions for compliance Wlth and the tnnsluon to any
standard. including defining the obligations of telecommunlcations car.
under !ecuon 2602 dunng any transition penod.

"leI EXTESSION OF COMPLlA.'4CE DATE FOR FEATUllES .\....0 SERVICES.-
-til PETn'tON.-A telecommunications camer proposlnc to deploy. or ha

deployed. a feature or servtce within" yean after the date of enactment oi
chapter may petition the CommissIon for 1 or more extenstons of the dea~
for complying with the assIstance capability requirement.1 under section ~

"1'21 GaOU:-iO FOR EXTENSI0N.-The Commission may. after afTording a ful
ponunity for hearing and aft;er consultauon Wlth the Attorney General. !
an extension under this paragra,ph. if the ComnusSlon detenntnes that COl
ance Wlth the assistance capabihty reqwrements under section 2602 IS not
sonably achievable through application of technology available Wlthin the
pliance period..

"(3) LENGTH OF EXTENSI0N.-An extension under this paragnph shall el
for no longer than the earlier of-

"( A) the date determined by the Commission as necessary for the <:.
to comply Wlth the assistance capability reqwnment.1 under section
or

. "(B) the date that is 2 years after the date on which the extensj
r.nmud. , .

"(4) A,pPUCABIUTY Of' Exn::-iSION.-M extension under thIS subsection
apply to only that part of the carrie", busmess on which the new feat\.
semce is used.

w, 280'7. EDloftellleDC orden
"fal ENroRCEME~"TBY COCRT lSSUING SURVEILu..~CE ORDER.-tr a coun aut

il1l an intereeption under chapter 119. a State statute. or ~. Foreip [nteU:
Surv.illance Act of 1978 ISO G.S.C. 1801 et seq. I or authonZlftl use (,f a pen re
or a trap and trace device under chapter 206 or a State ~tatute finds that •
communications carner hal failed to comply with the reqwremenu. m thlJ ch
the court may direct that the canier comply forthwith and may ~t that
vider of support services to the carrier or the manuf.c~r.of the camer s
milsion or Sw1tdUng equipment furnish forthWIth mociificauons necessary f
Carrier to comply.

"{ b. ENroRCEME~'" t"PON ApPLICATION BY A1"I'ORNF.Y GE.,,(ElW..-The At
General may apply to the appropnate United StateS district coun for. and th.



6

ed States district COUl"ta shall ha~lJ:rcti.on to islue. an order d.irect1ng that a
telecommuIlu:atlons camer. a man of te_IIUIlUDlcations transuussion or
SW1tehi!?l equipment. or a proV1der of telecommunications support 5el'Vlces Comply
9i\th this chapter.

"(c) GROUNDS FOR ISSUANCE.-A court shall isIue an order under subsecuon 'al
or \b) only if the court finds that.-

"11) alternative t«I1nolOgles or capabilities or the facilities o( another earner
are not reasonably available to law enforcement (or unplementing the lntereep­
tlon of commurucatioDS or ac:cesa to call-identifyinc information: and

"(2) compliance with the requirements of this chapter is reasonably achievable
through the application of available teehnolOC1 to the feature or 5erY1ce at Issue
or would have been rusonably achievable if timely action had been taken.

", dJ TIME FOR COMPUANCE.-Upon issuallce of aD enforcement order under this
sectlon. the court shall specify a reuoaable b.me and conditions for c:omply\ng Wlth
Its order. cOMldenn. the good faith etrorts to comply in a timely manner. any etTect
on the camer's. manufacturer's. or serY\C8 pl"OY'lder's ability to conunue to do bUS1­
ness. the degree of culpability or,delay in WlCierta.ki.ac etrorts to comply. and such
other matters as Justlce may reqwre.

"Ie) LIM1TA'nON.-M order UDder this sectlOD may not requin a telecommuru­
cations carner to meet the ~mment'sdem&Dd f'or interception of comrnUlUcauons
and acquisition of call-identifyine information to aDy aUtnt ln excess of the capaCIty
ror which notice has been provided under section 2603.

"(f) CML PENALTY.-
~r 1) IN GENERAl..-A Court isaNiOC an order under this section against a tele­

communications camero a mUlwae:turer o( telecommunications transaussion or
swndung eqwpment. or a provider o( te!ecollUllwUcatioDS support servtces may
impose a Civil penalty of up to 110.000 per day for each day in violation after
the lssuance of the order or after such future date u the court may specify.

·(2) CONSlDERATtONs.-In determinioc whether to impoee a fine and. in deter·
mining its amount. the c:oun shall tab into aClCUW1t-

'" A> the nature. cireumst&DCIS. &Del extent of the violation;
"I B) the violator's ability to pay. the violator's pocl faith efforts to comply

in a timely manDel'. aAy effect on the violator's ability to continue to do
business. the decree of c:ulpability. &Del the leqth of any delay In undenall.·
inl efforts to comply; aJWi

"I C) such other matters .. justice= require.
"(3) CML ACTtON.-The AttorDey Ge may file a civil action in the appro-

priate United. Sta~ district c:oun to c:oUect.. aDd the United. States WStMet
courts shall have jurisdiction to imp.-e. such fi..DIL

"'2808. Payment of cona of teleco..llDicadou carriers .
"ta) EQUIPMENT. FEA"nJRES. AND SEIlVlCES D1:PLOY'ED BEFORE DAn: OF E:-OACT­

MENT; CAPAClTY COSTS.-The Atto~ General sba.U. subject. to the ava.ilabllity of
appropriations. pay telecommu.nicatioaa camers for all reasonable COlts directly as­
sociated with-

..(1) the mociiftcatioaa perf'ormed b, c:urien prior to the effective date of sec·
tion 2602 or prior to the ezpiratioa 0{ aD, esteaaioD granted under SecUOIl
2606ic) to establish. with ...pea to equipment. f'eat:u.res. and services deployed
before the da. of enae:tlllent of this chapter. the capabilities Qecessary to com·
ply with MCtion 2602; ., ..

"(2) meetiDl the m.,,;mum capacity reqwreD1eDti set forth in the noUe.
under Hdion 2603(a)( l)(A); aDd

"(3) expudi!ll eSlStine faciliti. to accommodate simultaneousl)' the numbel
of in.n:e~ons. pen~ aDd trap and t:rIIce devices for which nouce haJ
beeo pnmded under section 2603(a)( 1)(8),

"(b) EQUIPMENT, FEATtJ'RES. AND S£lMcr.s DEPLOYED ON OR An'E1l DAn: OF E~·

A~.- A.~ili '"( U IN GENERAL.-I( eompliuce with the ~ace ca.....· ty reqwrementl
of section 2602 is not reaoaabl, achievable Wlc.b f't!lI1MCt to ,eqwpment. featuns
or services deployed 00 or aftar the data ole~eat of~ chapter. the Attor
ney GeDeral~ on application of a ~wu.catlODS ~er•.may p~y the tell
COIDDlWUcauons carrier reuonable~ di:ncI1y UlIOClated WIth aehieVlnl COD'I
pliaDce. • ..........._ .

"(2) ,~ONStD£RA"ON.-lnde~~tbereomp~WlWI ~ auastaDC
capability requiremeotl of SlICI:ioD 2602 as nuoaably achievable Wltft ~pect t
allY equipment. fe.tun. or semc. dettlo1ecl tha data of eDa~ntof this cha,
tel'. consideratioD shall be liveD to the time when the eqwpment. feature. (I

service wu deployed.



"1 C I ALLOCATION OF Fi.J~OS FOR P.....YMEN1'.-The Attorney General shall allocaU!
funds appropnated to carry out L''US chapter In accordanc~ W"Ith law enioreement
ptiontles aeternuned by the Attorney General.

"rd) F..tJLURE To~ P.....Y'ME~T WITH RESPECT To EQt:tP!t4E:-'T. fEATt.:tU:S....'o
SERVICES DEPLOYED BEfORE DATE OF ESACniE~"'.-

~r 1> CONSIDERED TO BE I:" CO~PLIA!'';CE.-t:nleu the Attorney General has
agreed to pay the teleeommur.lcatlons carner for aU reasonable costs dlrl~<:tly
aSSOCIated with modificatlons neeessary to bnng the eqwpment. feature. o'r
seMce mto 3ctUal compliance wnh those f'@qwrements. proV1ded the carner has
requested payment m accordance Wlth procedures promuigated put!uant to suo·
seetlon I e '. any equlpment. feature. or servtce oi a tele<:ommunlcauons camer
depioyed before the date of enactment of this chapter shall be considered to be
In comphance Wlth the aSs1stance capab1lity ~wrements of SKt10n 1602 'Jniess
the ~u1pment. feature. or ser'V'\ce IS replaced or slgruticantly upgraded or ot.her·
W"I5e undergOft major mo<iificauon.

"'21 LIMITATION ON OROER.-An oraer under !ectlon 260j shall not require a
telecommurucat1~ns camer to modify. for the purpose of compiYlng Wlth the 01;5­
Sl5tanCe capabl11tY reqwrements of secuon 2602. any eqwpment. ieature. or
semce deployed before the date of enactment of this .:hapU!r uniess the Attor·
ney General has agreed to pay the telecommunicauons carner for ail rea!onaOle
costs directly assoc1atea Wlth mo<iifications necessary to bnng the eqwpment.
feature. or servtce Into actual compliance with those reqwrements.

'" e I PROCEOt:RES A."\O RECULAnor-:s.-Notwlthstanaing any other law. the Attor·
ney General shall. after nouce and comment. establish anv procedures and regula·
tl0ns deemea nece!sary to etTectuaU! timely anci cost-eiTIcient payment to tele­
commurucatlons carner! for compensable costs Incurred under this chapter. '.mder
chat'~r! 119 and 121. and under the Forelgn Intelligence Surveillance Act of 1978
'50 t: .S.C. 1801 et seq.J.

", f) DISPlJIE RESOLl.'TI0N.-lf there is a dispute between the Attorney General
and a telecommurucauons carner "garding the amount of reasonable costs to be
pald under subsectIon \al. the dispute shall be resolved and the amount determtned
in a proceeding lnluated at the COmmlSsion or by the court from which an enforce­
ment order is sought under section 2607 ....

I b I TECHNICAl. A.'ftE~DME!'o'T.- The pan analysis for part [ of title 18. C'rutea
States Code. is amendea by insemng after the item relaung to chapter 119 the fol­
lowing new item:
-,.. T.I.......ic.iIoM c.arriU ....... 10 dM Go¥e.,..... .._............... 210'''',

SEC. 2. Al1TIIORIZAnON or AP'PROPRIAnONS.
There are authotize<i to be appropriated to carry out se<tlon 2608 of mle 19. C rut·

ed States Co<ie. as added by section 1-
( 1) a total of 1500.000.000 for fiscal yean 1995. 1996. and 1997; and
(2) such sums as are necessary for each rlSCal year thereafter.

such sums to remlUn available unul erpended.
SEC. 3. U'ftC'T!VK DA,...,.

(al IN GENERAL.-Except as provided in parqraph 12). chaptel' 120 of tltle is
United States Code. as added by section 1. shall take effect on the date of enactmen
of this Act.

lb) AssISTANCE CAPABILlTY AND SYSTEMS SECU1UTV A,"'iD tNTECrRJ'TY REQt:IRE
MENTS.--Sec1ioDi 2602 and 2604 of title 18. United States Code. as added by SecUOI
1. shall take effect on the date that is 4 yean after the date of enactment of thl
Act.
sa:. 4. aPOIn'S.

la) REPoRTS BY THE A'M'ORNEY GE~ERAL.-
(1) IN CrENERA.L.--Qn or before ~ovember 30. 1995. and on or before :-.lovea

her 30 of each year for 5 yean thereafter. the Attorney General shall 5ubm
to Conpeu and make available to the public a repon on the. amounts pl.1d au:
inl the preceding fiscal rear 1n payment to telecommurucauons camen undt
section 2608 of title 18. t,; nited States Code. as added by section 1.

12) CONTtNTS.-A report under paraaraph (1) shall include- .
(A) a detailed accounUrlI of the amounts paid to each camel' and tr

teehnolOC, eqwpment. feature or Mrvice for which the amoWlts were pal

and 'd' th ti(Bl projections of the amountse~ to be pal In e current lSC
year. the camers to which payment is eX1)eCteCi. to be made. ,and the tee
nolopes. equipment. features or MI"Y'lCes tor whIch payment 1S expected
be made.
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(bl REPORTS BY THE COMPTROLLER G£Nl:RAl--
(1) PAYMENiS fOR MOOIFtCATIONS.--{)n or before April 1. 1996. and Apnl l.

1998. the Comp~UerGitneral of the United States. a.fter consultatlon wttn the
Attorney General and the telec:ommurucations industry, shall subnut to the
Congress a report reflectlng Its analysls of the reasonableness and cost-eiTeai,....
ness of the payments made by the Attorney General to telecoaunurucauoDS car­
ners for modifications necessary to ensure compliance with chapter 120 of utle
18. L"nite<i States Code. as added by secuon l.

12) COMPUANCE COS1' ESTIMATES.-A report under paragraph t II shall include
the findings and conclusIons of the Comptroller Genera! on the costs to be us­
curTed after the compliance date. Including projecuons of the amounts eqleCte<i
to be InCU~ and the teehnoiog\es. eqwpment. features or semcn for wiuth
expenses are expected to be mcurnd by telecoaunurucatlons camers to compiy
Wlth the assIstance capability reqwrements ll1 the fIrst 5 years after the ed'ec­
tive date of section 2602.

SEC. S. CORDLESS TEUPRONES.

I al DEFtSITtONs.--8ection 2510 of title 18. United States Code. is amended-
I 1) in paragnp,h (1) by stnking "but such term does not Inciude~ and all that

foUows through base unit"; and
,2) in paragraph I 12) by stnkinc subparagraph (At and redesignatiDe sub­

paragraphs <B). (C). and (0) as subp~aragraphs IA). I Bl. and ICI. respecuveiy.
fbI P'ESALTY.--Section 2511 of title 18. United States Code. is amended-

(1) in subsect10n (414b)4i) by insertinl "a cordless telephone communication
that is transnutted between the cordless telephone handset and the base WIlL"
after "cellular telephone commulUcation."; and

12) in subsection 14wbNul by inserting "a cordless telephone c:omD1UDiration
that is transmitted between the cordless telephone handset and the base urut."
after "cellular telephone commulUcation,",

SEC... RADIO-BASED DATA COaon1N1CAnONJ.

Section 251()( 16) of title 18. United States Code. i.s amended­
( 1) by strikin,"or" at the end of subparagraph (D);
I 2) by insertine "or" at the end of subj)aracraph (E)~ and
t 3) by insertine after subparapoaph tE) the foUowine new subparagraph:

MC F) an electronic communication;"
DC. 1. PDAL11J:lI fOR MONl'l'OlUNG RADIO COMM1JNICAnoNS 1'1IAT AU TItAl.-ltED

ClING MODULAnON nCBNJQt1U W1TII NONPt11ILlC PA&UI.I:t'ERS.

Section 2511(<&lCb) of title 18. United States Code. is amended by 5tnkiDg "or
encrypted. then" and insertinr ", encrypted. or transmltteG using modulauo~ rech­
niques the essential parameters of which have been WIthheld from the pubtic W1th
the intention of preserviac the privacy of such communication~.

DC. .. TECBNICAL COIUl&CTtON.
Section 2511(2)(a)(i) of title 18. eDited States Code, is amended by strikiq"'uSed

in the transmission of a wire communication" and insertinc "used in the tra85"
million of a wire or electronic communication".
DC. .. ntAUDUIJtNT ALTalAnON 01" COMM&BCIAL MOaa..& RADIO tNSTRUMDn'S.

(a) OFnNSB.-5ection 1029(a) oftiUe 18. United States Code. is amended­
t1) by IU'ikinc "or" at the end of paragraph (3); and
(2) b=n, after paragraph (<&) the (oUowinc .new parqraphs: .
"(5) . 11 and With intent to defraud use-. produces. traffics an. has con-

tl'Dl or custacly of. or pol..... a telecommunicationa insuument that ha been
moclif1ecl or altered to obtain unauthorized use of telecommul11caQons MnIC8S:
or

"(6) kDowiq1y and with intent to defrauci WIle. produces. traffics in. ..,...
trot or custody oi. or~

"(A) • IC&D.Dinc receiver: or .
"(9) hardware or software UMd (or alterinl or modifyiftl teiecoan-D'­

cationa iastrUmenu to obtain unauthorized accesa to telecommuaM'ftMIS
. "

serY\Cft. . . .... b
(b) P!:NALTY.-&tction lQ29(c)(2) of title 18. United Stata Code. IS .~ y

strLlti~ "(a)(1) or (a)(4)" aJJd iasertiD& "(a) (U. (,,). (5). or (6)". . ......
(c) DUlNmONs.--&acQon 1029<e) of title 18. ~ni~ States Code. ~~

(1) in pancraph (1) by insertinc "elect1'ODlc serial number, mob~e '. -
tion number. personal identification number. or other c.lecomm~caQODSHrY­
ice. equipment, or iast1"WDent identifier," aa. "account number. ;

(2) by strik.inc "and" at the end of paracrapb (5);
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'3) by stnking the pened at the end of paragraph, 6, and LnsenLn'" ~ a.nd
and !r

14\ by adding at the end the folloWlng new paragraph:
~17) the term 'scanru~g recelver' mean! a devtce or apparatus that can be '.1sed

to mtercept a Wlre or el~troruc commurucauon 10 Vlolauon of chapter 119"
SEC. 10. T'RA."'ISACTtONAL DATA.

I a I OISCLOSL"RE OF RECORDS.~ttlon 2703 of title 18. Cnited States Code. 15
amended-

I 11 In subsection I c ~ 1.....
,AI In subpara~aph ' BI-

'I' by !tnlung clause' I': and
1111 by rede~S1gnaung clauses '11'. '1i1l. and' IV I as clauses· I '. Ii '. and

J lit '. re!pe<:t1vely; and
, BI by adding at the end the folloWing new subparagraph:
", C) A prOVider of electroruc c:ommurucation 5el'V\ee or remote computl:'lg

sel'V\ee shall disclose to a governmental enmy the name, address. teletlnOne
toll billing records. and length of servtce of a subscnber to or custcmer of
such seMel and the types of services the subscnber or customer utlilzed.
when the governmental enttty uses an admirustrauve subpoena authonzeU
by a Federal or State statute or I Federal or State grand JUry or tnal sub­
poena or any means aVallable under subparagraph I B\."; and

,2 l by amending the first sentence of subsection I d I to read as follows:·.\
court order for disclosure under subseaion I b I or let may be ISSUed. by any court
that IS a court of competent Junsdiction described in Settlon 312& 2MAl and
shall issue only If the governmental enuty offers specific and aniNiable facu
shOWing that there are reasonable grounds to believe that the contenu of a Wlre
or electroNc commUnlcatlon. Or' the records or other tnformauon sought. are rei­
evant and matenal to an ongoing crimina! invesugauon,'·.

Ibl PES RECISTERS .......... 0 TRAP ""....0 TRACE OE\o'lCES,-Sec:uon 3121 of title 18. Cmt­
eel States Code. IS amended.-

11) by l'ed.eslgnattng subHeuon Ic) as subsection Id): and
12) by mserung after subsection l b) the following new subsectlon:

"re) Ll:.tlT.a.nON,-A government agency authorized to Install and use a pen r1!'g­
lster under this chapter or under State law. shall use technology reasonably avail­
able to It that restncts the recording or decoding of electroniC or other Impulses to
the dialing and signalling mformation utilized in call processing."

1. SL:.t~Y .~'lD Pt--e.POSE

The purpose of S. 2375 is to preserve the Government's ability.
pursuant to court order or other lawful authorization, to intercepl
communications involving advanced technologies such as digital 01

wireless transmission modes. or features and services such as cal
forwarding, speed dialing and conference calling, while protectinl
the privacy of communications and without impeding the introduc
tion of new technologies. features. and services.

To ensure that law enforcement can continue to conduct author
ized wiretaps in the future. the' bill requires telecommunication
carriers to ensure their systems have the capability to: (1) isolat
expeditiousiy the content of targeted communications transmitte
by the carrier within the carrier's service area; (2) isolate expefi
tiously information identifying the origin and destinS:tio~ of tal
geted communications: (3) provide intercepted communications an
call identifying information to law enforcement so they can t
transmitted over lines or facilities leased by law enforcement to
location away from the carrier's premises: and (4) carry o~t inte
cepts unobtrusively, so targets are not made a~are of the, mtercel
tion. and in a manner that does not compromlse the pnvacy all
security of other communications. The bill allows industry to d
velop standards to implement these requirements~ It est,:blishes
process for the Attorney General to identify capacity requlremen1
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In recognition of the fact that some existing equipment, service~

or features will have to be retrofitted. the legislation provides tha
the Federal Government will pay carriers for just and reasonabll
costs incurred in modifying existing equipment. services or feature
to comply with the capability requirements. The legislation als~
provides that the Government will pay for expansions in capac1t'
to accommodate law enforcement needs. .

S. 2375 also expands privacy and security protection for tele
phone and computer communications. The protections of the Elec
tronic Communications Privacy Act of 1986 are extended t
cordless phones and certain data communications transmitted b
radio. In addition. the bill increases the protection for transaction,
data on electronic communications services by requiring law er
forcement to get a court order for access to electronic mail addres!
ing infonnation.

The bill further protects privacy by requiring telecommunication
systems to protect communications not authorized to be intercepte
and by restricting the ability of law enforcement to use pen regist'
devices for tracking purposes or for obtaining transactional info
mation. Finally, the bill improves the privacy of mobile phones 1:
expanding criminal penalties for stealing the service from legi1
mate users.

II. HEARINGS

In the l03d Congress, the Senate Judiciary Subcommittee I

Technology and the Law held two joint hearings with the Hou
Judiciary Subcommittee on Civil and Constitutional Rights
March 18 and August 11, 1994. These hearings addressed the i:
pact of advanced telecommunications services and technologies
the ability of law enforcement to conduct court-ordered electrol
surveillance.

At the first hearing, held before legislation was introduced, t
witnesses were Louis J. Freeh. Director of the Federal Bureau
Investigation; William C. O'Malley, district attorney for Plymo\
County, MA. and president of the National District Attorneys As
ciation; Roy Neel. President of the United States Telephone A!
ciation. which represents local telephone companies ranging in s
from the Regional Bell Ol)erating Companies ("RBOC's") to Sir
companies with fewer than 100 subscribers; and Jerry Berman.
eeutive director of the Electronic Frontier Foundation("EFF").
behalf of EFF and the Digital Privacy and Security Working Gra
a coalition of computer and communications companies, as well
public interest organizations and associations.

The second hearing was held after the introduction of S. 2~
Again, Director Freeh, Mr. Neel. and Mr. Berman appeared .
presented testimony. Also apens as witn..... were Hazel
wards, Director, Information urees Manapmentl'!e~t:ral(
ernment. Accounting and Information Manapment D1Vl~10n, 1
General Accounting Office; and Thom.. E. Wheeler, preslde~t
CEO of the Cellular Telecommunications Industry Auoclat
which represents providers of two-way wireless teleeo~~nicat
services, including licensed cellular, personal commUDlcations s
ices. and enhanced specializeci mobile radiO.
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Written submissions for the record were received from AT&T
Corp.. ~CI Communications Corp.. the Telecommunicatlons rndu~­
try A..ssociation. which represents U.S. manufacturers of tele­
communications equipment. the American Privacy Foundation. the
National Sheriffs' .-\.ssocia tion. the ~ational Association of Attor.
neys General. and th~ ~ajor Cities Chiefs. an organization of pohce
executlves representmg the 49 largest metropolitan areas in the
Cnited States and Canada.

III. St:BcO~t~nl"TEE ACTtO~

On September 23. 1994. the Subcommittee on Technology and
the Law approved S. 2375. with an amendment in the nature of a
substitute.

IV" CO~~ITIEE ACTION

On September 28, 1994, with a quorum present, by recorded
vote. the Committee on the Judiciary unanimously ordered the sub­
committee substitute to S. 2375. with technical amendments. to be
favorably reported.,

V. BACKGROL~D A.."lD DISCCSSION

For the past quarter century, the law of this Nation regarding
electronic surveillance has sought to balance the interests of pri­
vacy and law enforcement. In 1968, the enactment of title III of the
Omnibus Crime Control and Safe Streets Act of 1968 simulta­
neously outlawed the use of electronic surveillance by private par­
ties and authorized its use pursuant to a court order by law en­
forcement officials engaged in the investigation of specified types of
major crimes. The Senate report on title III stated explicitly that
the legislation "has as its dual purpose (1) protecting the privacy
of wire and oral communications and (2) delineating on a uniform
basis the circumstances and conditions under which the intercep­
tion of wire and oral communications may be authorized'" Senau
Committee on the Judiciary, Omnibus Crime Control and Saf.
Streets Act of 1967, S. Rept. No. 1097, 90th Cong., 2d sess. (1968
at 66.

Congress was prompted to act in 1968 in part by advancement;
in technology, which posed a threat to privacy. According to thl
1968 committee report:

[t]he tremendous scientific and technological develop­
ments that have taken place in the last century have made
possible today the widespread use and abuse of electronic
surveillance techniques. As a result of these developments,
privacy of communication is seriously jeopardized by these
techniques of surveillance.

rd. at 67.
After 1968 telecommunications technology continued to chan~

and again C~ngress was required to respond legislatively to pn
serve the balance between privacy and law enforcement. In th
Electronic Communications Privacy Act of 1986 ("ECPA"), ~ongm
extended the privacy protections and the law ~nforcement ~nterCe1
authority of title III to a new s~t of technologies and servlces sue



12

as electronic mail., cell:ular telephones and paging devices. Again.
the goal of the leglsiatlon was to preserve "a fair balance between
the privacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com­
munications Privacy Act of 1986, H. Rept. 99-647, 99th Congo 2d
sess. 2 (1986) at 19.

Law enforcement officials have consistently testified, as Director
Freeh did at the hearings on the bill. that court-authorized elec­
tronic surveillance is a critical law enforcement and public safety
tool.

CO~GRESS ~t!ST RESPOND TO THE "DIGITAL TELEPHONY" REVOlt:TIO~

Telecommunications, of course. did not stand still after 1986. In­
deed. the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler­
ate. The resulting challenges for taw enforcement and privacy pro­
tection have sometimes been encapsulated under the rubric "digital
telephony," but the' issues go far beyond the distinction between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the explosive growth of cel­
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations, such as the increasing amount of transactional data
generated by the millions of users of on-line services, highlight the
ever increasing opportunities for loss of privacy.

In August 1990, Senator Patrick Leahy chaired a hearing of the
Senate Judiciary Subcommittee on Technology and the Law to
focus on Caller LD. technology and ECPA. At that hearing, Chair··
man Leahy became convinced that developments in the area of
communications technology required a review of ECPA to ensure
that the privacy protections within the statute had not been out­
dated by new technology. Senator Leahy then assembled a Privacy
and Technology Task Force with experts from business, consumer
advocacy, the law, and civil liberties, to examine current develop­
ments in communications technology and the extent to which the
law in general, and ECPA, specifically, protects, or fails adequately
to protect, personal and corporate privacy.

After examining a wide array of newer communication media. in­
cluding cellular phones, personal communications network:s. the
newer generation of cordless phones, wireless modems, wlre~ess
local area networks (LAN's), and electronic mail and messaglng.
the task force issued a final report on May 28, 1991. recommend~
ing, inter alia, that the legal protections of ECPA be extended. to
covpr new wireless data communications, such as those occurrmg
over cellular laptop computers and wireless local area networks
(LAN's), and cordless phones. In addition, the task fo~ acknowl,..
edged that ECPA was serving well its purpose of protecting the pn­
vacy of the contents of electronic mail, but questioned whether cur·
rent restrictions on government access to transactional records gen­
erated in the course of electronic communications were adequate.

Consi3tent with the task force's conclusions and in view of the in­
creasing impediments to the execution of lawful court orde~ for
electronic surveillance, the committee has concluded that continued



change in the telecommun,catlOns mdustry deserve legislative at­
tention to preserve the balance 50u.sht in 1968 and 1986. However.
it Lc:came clear to the committee eariy in its study of the ~digitai

telephony" issue that a third concern now expiicitly had to be
added to the balance. namely. the goal of ensuring that the tele­
communications industry was not hindered in the rapid develop­
ment and deployment of the new servIces and technologies that
continue to benefit and revolutionize society.

Therefore. the bill seeks to balance three key policies: I i· to pre­
5erve a narrowly focused capability for law enforcement agencles to
carry out properly authorized intercepts: \2\ to protect privacy in
the face of increasingly powerful and personally revealing tech­
nologies: and f 3 \ to avoid impeding the development of new commu­
nications services and technologies.

THE PROBLE~: LEGISI..ATIO:-i ~EEDED TO CL\RIFY CARRIERS' OCTY TO
COOPERATE

When originally enacted. tItle III contained no provision specifi·
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au­
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the Federal
Court of Appeals for the Ninth Circuit held that. absent spKific
statutory authority, Federal courts could not 1equire carriers to as­
sist lawful wiretaps. Application of the United States. 427 F. 2d 639
\9th Cir. 1970), Two months after the :-.linth Circuit decision and
with little debate. Congress added to 18 U.S.C. 2518(41 a provision
that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shalL upon
request of the applicant, direct that a provider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor­
mation. facilities. and technical assistance necessary to ac­
'complish the interception unobtrusively and with a mini­
mum of interference with the services that such service
provider\ landlord custodian. or person is according the
person whose communications are to be intercepted. Any
provider of wire or electronlc communication service. land­
lord. custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as reGuiring
the Federal courts to compel, upon request of t~e .Govem~ent.~
"any assistance necessary to accomplish an electroniC Interceptlon.
United States v. New York Telephone, 434 U.? 1~9. 177 (l~7i), t~e
question of whether companies'have any obhgatlon to ~eslgn th.elr
systems such that they do not impede law enforcement mterceptIon
has never been adjudicated.
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IIl:deed, until reeently, the question of system design was never
an Issue for authonzed surveillance, since intrinsic elements of
wired-lined networks presented access points where law enforce­
~ent, with minimu~ assistance from telephone companies. could
Isolate the communIcations associated with a particular surveil·,
lance target and etTeetuate an intercept. Where problems did arise.
they could be addressed on a case-by-case basis in negotiations be··
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The breakup of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com­
plicated law enforcement's task. The goal of legislation. however. LS

not to reverse those industry trends. Indeed. it is national policy
to promote competition in the telecommunications industry and to
support the development and widespread availability of advanced
technologies, features and services. The purpose of the legislation
is to further define the industry duty to cooperate and to establish
procedures based on public accountability and industry standards
setting.

The committee has concluded that there is sufficient evidence
justifying legislative action that new and emerging telecommuni­
cations technologies pose problems for law enforcement. The evi­
dence comes from three sources: the General Accounting Office. the
FBI, and the telecommunications industry itself.

GAO findings
In 1992, analysts from the GAO's Infonnation Management and

Technology Division interviewed technical representatives from
local telephone companies, switch manufacturers, and cellular pro­
viders. as well as the FBI. The GAO found that the FBI had not
adequately defined its electronic surveillance requirements for in­
dustry, but the GAO concluded that law enforcement agencies did
have technical problems tapping a variety of services or tech­
nologies, including call forwarding, fiber. and ISDN. The GAO also
concluded that cellular systems could be tapped but that capacity
was limited.

The GAO recently conducted further work and testified at the
hearing on August 11. 1994. The GAO reconfirmed its earlier con·
clusion that there are legitimate impediments posed by new and
emerging technologies. The GAO also concluded that the FBI had
made progress in derIDing law enforcement's needs in terms of ca·
pability and capacity..

FBI survey
FBI D·irector Freeh testified at the March 18. 1994. hearing tha<

the FBI had identified specific instances in .whic~ law .enforcemen
agencies were precluded due to teebnolOglcal It;npedimen~ fron
fully implementing authorized electroni~ survelll~ce (~retap!
pen registers, and trap and traces). The DlI'ect:or testdied In Marc]
that an informal FBI survey of Federal. ~ta~e and local law ell
forcement agencies had identified 91 such lDcldents. 33 percen~ c
which involved cellular systems (11 percent were related to the hit
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~ted capacit~ of ceilular systems to accommodate a large number of
mtercepts slmultaneously I, and 32 percent of which involved cus­
tom calling features such as call fOl'Vlarding, call waiting and speed
dialing.

Because the existence of a problem continued to be questioned by
some, the FBI recontacted law enforcement agencies after the
~arch hearing and identified further examples. In April 1994. the
FBI presented to the House and Senate Judiciary Subcommlttees
details of 183 instances \including the original 91l where the FBI.
State or local agencies encountered problems. This evidence was
presented to the subcommittee on the understanding that the de­
tails would not be publicly disseminated. However, the following
chart summarizes the FBI's findings:

TechnoLogy·ba~d problerm encountered by FecUnU. Stau. and. LocaL law enforcement
agencus

Total problems 183
Cellular port capacity 54
Inability to capture dialed digits contemporaneous with audio 33
Cellular provider could not Intercept long·distance calls (or proVIde call setup

informauon, to or from a targeted phone .
Speed dialing/voice dialing/call waning .
Call forwarding .
Direct inward dial trunk group (provider unable to isolate target's commu·

nications or proVIde call set·up information to the exclusion of all other
customen, .

Voice mall (provider unable to provtde access to the subject's audio when for·

Di;~~~~:~c~ ~~d:r~:bi: a::s:~~ ·ill··~·~;~~~~~ti~~··~~~i~t~
with the target to the exclusion of all othen) ..

Other I including other calling features such u Call Baclt; and provider un·
able to proVIde trap & trace infonnation; to isolate the digital trans­
missions associated with a target to the exclusion of all other commuruca·
tions; comprehensively to intercept commumcations and provide call set·
up information I .

Industry acknowledges the problems
Representatives of the telecommunications industry now ac­

knowledge that there will be increasingly serious pro~lems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11, Roy Neel, president of the United States Telephone Association
and the chief spokesperson for the telephone industry on this issue.
was asked by Senator Leahy if the time was fast approaching when
a great deal of the ability of law enforcement to carry out wiretaps
will be lost. Mr. Neel answered, "In a number of cases with ne~

enhanced services, that is probably tree." . .
The industry maintains that its companies have a long tradltlor

of working with law enforcement under current law to resolve tech
nica! issues. However, with the proliferation of se~ces and ~e~cl
providers, such a company-by-company approach 15 becommg m
creasingly untenable.

In response, the phone companies and the FBI haye created aJ
Electronic Communications Service Provider CommIttee, throug;
which representatives of all the RBOC's have been meeting wit:
law enforcement on a regular basis to dev~lop ~olutions te a rang
of problems. The committee has created ActIon Teams on P~I
sonal communications semces. wireless cellular, the "advanced 1I
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telligence network." and switch-based solutions. among others. T
chairman of the committee. a vice president of one of the RBO(
stated in a letter. dated M~h 1. 1994, and submitted by the F
Director during his testimony in March:

If meaningful solutions are to result. all participants
must first understand that there is in fact a problem. not
that one participant, or one group of participants. says so.
~ow that the Committee recognizes the problems. it can
proceed to identify and develop appropriate solutions.

However. participation in the Service Provider Committee is \
untary and its recommendations are unenforceable. As a result. i

Judiciary Committee has concluded that legislation is n~essary.

LAW ENFORCEMENT REQUIRE~E~S

The legislation requires telecommunications common carriers
ensure that new technologies and services do not hinder law
forcement access to the communications of a subscriber who is
subject of a court order authorizing electronic surveillance. The
will preserve the Government's ability, pursuant to court order
intercept communications that utilize advanced technologies s
as digital or wireless transmission.

To ensure that law enforcement can continue to conduct \111

taps. the bill requires telecommunications carriers to ensure t:
systems have the capability to:

(l) Isolate expeditiously the content of targeted commUIl
tions transmitted within the carrie~s service area;

(2) Isolate expeditiously information identifying the origi
ing and destination numbers of targeted communications,
not the physical location of targets;

(3) Provide intercepted. communications and call identif:
infonnation to law enforcement in a fonnat such that they
be transmitted. over lines or facilities leased by law enfc
ment to a location away from the carrie~s premises; and

(4) Carry out intercepts unobtrusively I so targets of '
tronic surveillance are not made aware of the interception,
in a manner that does not compromise the privacy and 5eC1

of other communications.

Cost
The GAO testified at the August 11, 1994, hearing that the I

of compliance with the foregoing will depend largely on the ell
of standard. and technical specifications, which, under t~e biD
be developed by industry UIOciations and standard-setting or
zations in consultation with law enforcement.

The bill requires the Federal Government, with aPPt'Ol'l
funds, to pay all reasonable coats incurred by industry Oft
nat 4 years to retrofit uisting facilities to bring them int,o co
anee with the interception requirements. The bill auth~r:tzes.
million for this purpose. In the event ~t t!le $500 .million 1
enough or is not appropriated, the lersslatlon pfOVldes thal
equipment, features or services deployed on the date or. enact
which government does not pay to retrofit shall be ~nsl~erec1
in ~mftliAn~ until th~ eouiDmant. feature. or semee IS re1



>

Ii

or significantly upgraded or otherwlse undergoes major modifica­
tion.

After the 4-year transition period. which may be extended an ad­
ditional 2 years by order of the FCC. industry will bear the cost
of e~suring that new equipment and services meet the legislated
requlrements. as defined by standards and specifications promul­
gated by the industry itself.

However. to the extent that industry must install additional ca·
pacity to meet law en~orcement needs. the biU requLres the govern­
ment .to pay all capaclty costs from date of enactment. inciuding ail
capaclty costs mcurred after the 4-year transition period. The Fed­
eral Government. in its role of providing technical support to State
and local law enforcement. will pay the costs incurred in meeting
the initial capacity needs and future maximum capacity need.s ~'or

electrOnic surveillance at all levels of government.

REL\TIONSHIP WITH EXISTING ASSISTA.'lCE REQt:lRE~{E~TS

The assistance capability and capacity requirements of the bilJ
are in addition to the existing necessary assistance reqUirements in
sections 2518(4\ and 3124 of title 18. and 1805(bl of title 50. Cnite<l
States Code. The committee intends that sections 2518(4). 3124
and 1805(b) will continue to be applied as they have in the paSl
to government assistance requests related to specific orders. includ·
ing, for example. the ex~enses of leased lines.

THE LEGISLATIO:--l ADDRESSES PRIVACY CONCER:-tS

Since 1968. the law of this Nation has authorized law enforce
ment agencies to conduct wiretaps pursuant to court order. Tha
authority extends to voice. data. fax. E-mail and any other fann (J

electronic communication. The bill will not expand that authorlt)
However. as the potential intrusiveness of technology increases. I

J is necessary to ensure that government surveillance authonty 1

clearly defined and appropriately limited.
In the 8 years since the enactment of ECPA. society's pattern

of using electronic communications technology have changed dr~
matically. Millions of people now have electronic mail addresse:
Business. nonprofit organizations and political groups conduct the
work over the Internet. Individuals maintain a wide range of reb
tionships on-line. Transactional records documenting these activ
ties and associations are generated by service providers. For tho:
who increasingly use these services. this transactional data revea
a great deal about their private lives. all of it compiled in or
place. .

In addition, at the time ECPA was enacted. the portIon of tl
communications occurring between the handset and base unit
cordless telephones was excluded from its privacy protections. T1
1991 Privacy and Technology Task Force found that:

[tlhe cordless phone. far from being a novelty item used
only at <4 poolside." has become ubiquitous. * • * ~.!ore and
more communications are being carried out by people
[using cordless phones] in private. in their h~mes .and of­
fices. with an expectation that such calls are Just like any
other phone call.
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Therefore, S. 2375 includes provisions, which FBI Director Freeh
supported in his testimony, that add proteetions to the exercise of
the Government's current surveillance authority. Specifically the
bill: '

1. Eliminates the use of subpoenas to obtain E-mail address­
es and other similar transactional data from electronic commu­
nications service providers. Currently, the Government can ob­
tain transactional logs containing a person's entire on·line pro­
file merely upon presentation of an administrative subpoena is­
sued by an investigator without any judicial intervention.
Under S. 2375, a court order would be required.

2. Expressly provides that the authority under pen register
and trap and trace orders cannot be used to obtain tracking or
location information, other than that which can be determined
from the phone number. Currently, in some cellular systems.
transactional data that could be obtained by a pen register
may include location information. Further, the bill requires law
enforcement to use reasonably available technology to mini­
mize information obtained through pen registers.

3. Explicitly states that it does not limit the rights of sub­
scribers to use encryption.

4. Allows any person, including public interest groups, to pe­
tition the FCC for review of standards implementing wiretap
capability rt!Ctuirements, and provides that one factor for judg­
ing those standards is whether they protect the privacy of com­
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur­
ring outside a carrier's service area.

6. Extends privacy protections of the Electronic Communica­
tions Privacy Act to cordless phones and certain data commu­
nications transmitted by radio.

7. Requires affirmative intervention of common carriers' per·
sonnel for switch-based interceptions-this means law enforce­
ment cannot remotely or independently activate interceptions
within the switching premises of a telecommunications carrier.

Narrow scope
It is also important, from a privacy standpoint. to recognize that

the scope of the legislation has been greatly narrowed. The only en­
tities required to comply with the functional requirements are te~e­
communications common carriers, the components of the pubhc­
switched network where law enforcement agencies have always
served most of their surveillance orders. Further, such carriers are
reqUired to comply only with respect to services or fa~i~ities that
provide a customer or subscriber with the ability to ongmate. ter­
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or switching of communications for private ~etworks
or for the sole purpose of interconnecting telecommunications car­
riers (these would include long-distance carriage) need not meet
any wiretap standards. PBX's are excluded. So are automated teller
machine (ATM) networks and other closed networks. Also. excluded
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from coverage are all infonnation services, such as Internet service
providers or services such as Prodigy and America-On-Line.

All. of these infonnation services or private network systems can
be wiretapped pursuant to court order, and their owners must co­
operate when presented with a wiretap order. but these systems do
not have to be designed so as to accommodate wiretap needs. Oniy
telecommunication carriers are required to design and build thelf
systems to comply wIth the legislated requirements. Earlier digitai
telephony proposals covered all providers of electronic communica­
tions services. which meant everv business and institution in the
country. That approach was not ·practical. ~or was it required t,o
meet an important law enforcement objective.

s. 2375 RESPO~DS TO l~Dt:STRY CO~CER~S

S. 2375 includes several provisions intended to ease the burden
on industry. The bill grants telephone companies and other covered
entlties a 4-year transition period in which to make any necessary
changes in their facHities. In addition, it allows any company to
seek up to a 2-year extension of the compliance date from the Fed­
eral Communications Commission if it turns out that retrofitting a
particular system will take longer than 4 years.

The Federal Government will pay all reasonable costs incurred
by industry in retrofitting facilities to correct existing problems.

The bill requires the Attorney General to estimate the capacity
needs of law enforcement for electronic surveillance. so that car·
riers will have notice of what the Government is likely to request
The bill requires lzavernment to reimburse carriers for reasonablE
costs of expanding capacity to meet law enforcement needs.

No impediment to technological innovation
The committee's intent is that compliance with the requirement~

i:1 the bill will not impede the development and deployment of nev
technologies_ The bill expressly provides that law enforcement rna:
not dictate specific system design features and may not bar intra
duction of new features and technologies. The bill establishes a rea
sonableness standard for compliance of carriers and manufacturer!
Courts may order compliance and may bar the introduction of tech
nology, but only if law enforcement has no other means reasonabl
available to conduct interception and if compliance with the stane
ards is reasonably achievable through application of available ted
nology. This means that if a service or technology ca~not reas~r
ably be brought into compliance with the interceptlon .ref:\ulrt
ments, then the service or technology can be deploY,ed. ~s IS ~.b
exact opposite of the original versions of the leglslatlon. WhlC
would have barred introduction of services or features that caul
not be tapped. One factor to be considered when d~terminill
whether compliance is reasonable is the cost to the cam~r of can
pliance compared to the carrier's overall co~t of deyelopmg or a
quiring and deploying the feature or service In qu~stlon. .

The legislation provides that carriers shall, declde h~w to Impl
ment law enforcement's requirements. The blll all~ws u~dustry a
sodations and standard-setting bodies. in consult~tlon. With law ~
forcement. to establish publicly available speclficatlons creatH
"safe harbors" for carriers. This means that those whose compel
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tive future depends on innovation will have a key role in interpret­
ing the legisiated requirements and finding ways to meet them
without impeding the deployment of new services. If industry asso­
ciations or standard-setting organizations fail to issue standards to
implement the .capab~lity requi~ement~. or if a government agency
or any person, mcludmg a carner, beheves that such requirements
or standards are deficient. the agency or person may petition the
FCC to establish technical requirements or standards.

Accountability

Finally, the bill has a number of mechanisms that will allow for
congressional and public oversight. The bill requires the Govern·
ment to estimate its capacity needs and publish them in the Fed·
eral Register. The bill requires the Government. with funds appro·
priated by Congress through the normal appropriations process. t(
pay all reasonable costs incurred by industry in retrofitting facili.
ties to correct existing problems. It requires the Attorney Genera
to file yearly reports on these expenditures for the first 6 year~

after date of enactment, and requires reports from the Giomeral Ac
counting Office in 1996 and 1998 estimating future costs of compii
ance. It requires the Government to reimburse carriers, with pub
tidy appropriated funds, in perpetuity for the costs of expandin:
maximum capacity to meet law enforcement needs, Furthermore
all proceedings before the FCC will be subject to public scrutin~
as well as congressional oversight and judicial review.

VI. SECTION-BY-SECTION ANALYSIS

SECTION 1. I:-ITERCEPI10N OF DIGITAL AND OTHER COMMt~ICATtO~~

This section adds a new chapter 120 to title 18. United State
Code, to define more precisely the assistance that telecommun
cations carriers are required to provide in connection with court 0:

ders for wire and electronic interceptions, pen registers and tra
and trace devices. This new chapter contains eight sections nun
bered 2601 through 2608.

Section 2601 provides definitions for "'call-identifying inform:
tion," "information services," "'government," "telecommunicatiOl
support services," and "'telecommunications carrier."

A "telecommunications carrier" is defined as any person or enti
engaged in the transmission or switching of wire or electronic cor
munications as a common carrier for hire, as defined by sectil
3(h) of the Communications Act of 1934, and includes a commerci
mobile service, as defmed in section 332(d) of the Communicatio
Act, as amended. This definition encompasses such service provi
ers as local exchange carrien. intereschange carriers, competiti
access providers (CAPS). cellular carriers. providers of persoll
communications services (PeS). satellite-based service provide
cable operators and electric or other utilities that provide te
communications services f~r ~ire to t~e public, ~d any o~her co
mon carrier that otTers Wlreline or Wlreless sel'V'lce for hire to t
public. The definition of telecommunications carrier dOt!s not
elude persons or entities to the extent th~y are. engag~d In pro,:
ing information services. such as electroniC m,ail proVld~rs. on-l~
services providers, such as CompuServe, Procilgy_ Amenca-On-Li



21

o~ ~ead Data. or Intern~t service providers. Call forwarding. 5pe~
dlalIng. and the call redIreCtiOn portton of a voice-mail 5e~{1Ce a
covered by this bill.

In addition. for purposes of this bill. the FCC is authorized
deem other persons and entities to be telecommunications carne
subject to the capability and capacity requirements in the bill
the extent that such person or entity serves as a replacement f
the local telephone service to a substantial portion of the pub
within a State. As part of its determination whether the public 1

terest is served by deeming a person or entity a telecommuI
cations carrier for the purposes of this bill. the Commission sh;
consider whether such determination would promote competitic
encourage the development of new technologies. and protect pub
safety and national security.

The term "call-identifying information" means the dialing or s
naling information generated that identifies the origin and destir
tion or a wire or electronic communication placed to, or received I
the facility or service that is the subject of the court order or law
authorization. For voice communications, this infonnation is ty
cally the electronic pulses. audio tones. or signaling messages tr
identify the numbers dialed or otherwise transmitted for the pi
pose of routing calls through the telecommunications carner's n
work. In pen register investigations. these pulses. tones. or m
sages identify the numbers dialed from the facility that is the s:
ject of the court order or other lawful authorization. In trap c
trace investigations, these are the incoming pulses. tones. or m
sages which identify the originating number of the facility fr
which the call was placed and which are captured when direc
to the facility that is the subject of the court order or authOrlZatl
Other dialing tones that may be generated by the sender that
used to signal customer premises equipment of the recipient
not to be treated as call·identifying information.

The tenn "government" means the Government of the Cni
States and any agency or instrumentality thereof. the Distnc'
Columbia, any commonwealth, territory, or possession of the U
ed States. and any State or political subdivision thereof authori
by law to conduct electronic surveillance.

The term "telecommunications support services" means a p:
uct, software or service used by a telecommunications carrier
the internal signaling or switching functions of its telecomm
cations network. The committee understands there are curre
over 100 entities that provide common carriers with special
support services. The definition of "telecommunic~tions ~up
services" excludes "information services," as defined m the btl!.

The term "information services" includes services offered thrc
software such as groupware and enterprise or pers~nal messa
software. that is, services based on products (includmg ~~ut not
ited to multimedia software) of which Lotus Notes. Microsoft
change Server, and Novell Netware (and their associated serv
are both examples and precursors. It is the committee's inter
not to limit the definition of "information services" to current J
uets. but rather to anticipate the rapid 'develol?ment of ad~~
software and to include such software services m the definltu
"information services." By including such software services w
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the definition of information services. it is excluded from compli­
ance with the requirements of the bill.

, Sectzon 2602. entitled "Assistance capability requirements." con­
SIsts ,of four s~bse~tions. Subsection (aj ~ets. forth fo~r ':Capability
Requlre~ents, whl~h ev~ry telecommu~l1CatlOnS carner 1S required
to meet m connectlOn wIth those servIces or facilities that allow
customers to originate. tenninate or direct communications.

The first requirement is expeditiously to isolate and enable the
Government to intercept all communications in the carrier's control
to or from the equipment, facilities or services of a subscriber. con·
currently with the communication's transmission. or at any later
time acceptable to the Government. The bill is not intended to
guarantee "one-stop shopping" for law enforcement. The question of
which communications are in a carrier's control will depend on the
design of the service or feature at issue, which this legislation does
not purport to dictate. If, for example, a forwarded call reaches the
system of the subscriber's carrier, that carrier is responsible for iso­
lating the communication for interception purposes. However. if an
advanced intelligent network directs the communication to a dif­
ferent carrier, the subscriber's carrier only has the responsibility,
under subsection (d), to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is expeditiously to isolate and enable the
Government to access reasonably available call identifying informa­
tion about the origin and destination of communications. Access
must be provided in such a manner that the infonnation may be
associated with the communication to which it pertains and is pro­
vided to the Government before. during or immediately after the
message's transmission to or from the subscriber, or at any later
time acceptable to the Government. Call identifying infonnation ob­
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub­
scriber sending or receiving the message. except to the extent that
location is indicated by the phone number. However, if such infor­
mation is not reasonably available. the carrier does not have to
modify ita system to make it available.

The third requirement is to make intercepted messages and call
identifying information available to government in a format avail­
able to the carrier so they may be transmitted over lines or facili­
ties leased or procured by law enforcement to a location away from
the carriers premises. If the communication at the point it is inter­
cepted is digital, the carrier may provide the communication to law
enforcement in digital form. Law enforcement is responsible for de­
termining if a communication is voice. fax or data and for translat­
ingit into useable form.

The fmal requirement is to meet these requirements with a mini­
mum of interference with the subscriber's service and in such a
way that proteeta the privacy of mes58ges ~d call ~dentifying in­
formation that are not targeted. by elec:troDlc surveillance ord~rs.
and that maintains the confidentiality of the government's Wlre­
taps.

The committee intends the assistance req~ments in section
2802 to be both a floor and a ceiling. The FBI Director testified
that the legislation was intended. to preserve the status quo, that
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it was intended to provide iaw enforcement no more and no iess
cess to information than ,t had in the past. The committee un
against overbroad interpretation of the requirement.s. The ieg1:
tion gives industry, in consultation with law enforcement and .5
jec! to review by the FCC. a key role in developing the technl
requirements and standards that will allow implementation of
reqUlrements. The committee expects industry. law enforcem,
and the FCC to narrowly interpret the requirements.

Subsectlon f bJ limits the scope of the assistance requirements
several important ways. First. law enforcement agencies are
permitted to require the specific design of systems or features.
prohibit adoption of any such design. by wire or electromc comr
nication service providers or equipment manufacturers. The ieg!:
tion leaves it to each carrier to decide how to comply. A car:
need not insure that each individual component of its networM
system complies with the requirements so long as each commun
tion can be intercepted at some point that meets the legislated
quirements.

Second. the capability requirements only apply to those serv'
or facilities that enable a subscriber to make. receive or direct c,
They do not apply to information servlces. such as electronic r
services. on~line services. 3uch as CompuServe. Prodigy, Amer
On~Line or Mead Data. or Internet servlce providers. {The stOI
of a message in a voice mail or E-mail "box" is not covered by
bill. The rp.direction of the voice mail message to the "box" and
transmission of an E-mail message to an enhanced service pro\"
that maintains the E-mail service are covered. > ~or does the
apply to services or facilities that support the transport or SWI

ing of communications for private networks or for the sole pur'
of interconnecting telecommunications carriers.

Because financial institutions have major concerns about sec\.
and reliability, they have established private communications
works for payment system data transmission traffic such as a
mated teller machines (ATId), point of sale (credit card) verific~

systems. and bank wires. Some of these networks are poin
point. although many utilized the public network at various po
ATM networks. bankcard processing networks. automated c
clearinghouse networks. stock exchange trading networks. pOl:
sale systems. bank wire and funds transfer systems are al:
cluded from the coverage of the bill. whether or not they in'
services obtained from telecommunications carriers. Private
works such as those used for banking and financial transac
have not posed a problem to law enforcement: and there are
reasons for keeping them as closed as possible. These network
not the usual focus of coun authorized electronic surveillance
the financial information travelling on these networks is ah
available to law enforcement agencies under the ban~ng laws.

Thus. a carrier providing a customer with a servl~e or f~
that allows the customer to obtain access to a pubhcly SWl'

network is responsible for complying with the capability ree
ments. On the other hand. for communications handled by mu
carriers. a carrier that does -not originate .or ter:ninate th~ mes
but merely interconnects two other camers: 1S n~~ ~ubJect t
requirement.s for the interconnection part of Its faclhtles"
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\lIhile the bill does not require fei!ngineering of the Internet, nor
does it impose prospectively functional requirements on the
Internet, this does not mean that communications carried over the
Internet are immune from interception or that the Internet otTers
a safe haven for illegal activity. Communications carried over the
Internet are subject to interception under title III just like other
electronic communications. That issue was settled in 1986 with
ECPA. The bill recognizes, however. that law enforcement will
most likely intercept communications over the Internet at the same
place it intercepts other electronic communications: at the carrier
that provides access the public-switched network.

The bill does not cover private branch exchanges IPBX·s). This
means that there will be times when the telecommunications car­
rier will be unable to isolate the communications of a specific indi­
vidual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies,
courts, and carriers should be sensitive. The committee does not in··
tend that the ex.clusion of PBX's is to be read as approval for trunk
line inten:epts. Given the minimization requirement of current law.
courts should scrutinize very carefully requests to intercept trunk
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especially troe of intercepts of
E-Mail and fax transmissions. In addition. carriers presented with
an order for interception of a tronk line also have the option to
seek modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or­
dered wire~s. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur­
nish all necessary assistance under 18 U.S.C. 2518(4). Nothing in
this paragraph would prohibit a carrier from deploying an
encryption service for which it does not retain the ability to deerypt
communications for law enforcement access. The bill does not ad­
dress key escrow encryption. or the "Clipper Chip" issue. Nothing
in the bill is intended to limit or otherwise prevent the use of any
type of encryption within the United States. Nor does the commit·
tee intend this bill to be in any way a precursor to any kind of ban
or limitation on encryption technology. To the contrary, section
2602 protects the right to use encryption. ..

Subsection (c) allows a carrier. in emergency or eXIgent Clr·
cumstances, at the sole discretion of the carrier. to fulfill its obliga·
tion to deliver communications to law enforcement under the thirc
capability requirement by allowing monitoring on the carrier'l
premises. .

Subsection (d), entitled "Mobile Service Assistance ReqUIrement.
addresses the responsibility of the camer who can no longer de
liver a message or call identifying information to law e~fora:m~n
because the subscriber. the communication and the callidentlfyin,
information have left the carrier's service area. In such a case. th
carrier that had the assistance responsibility is not required to COl:
tinue providing the government with the communication content Cl

call identifying information. but must insure. that the Govemmer.
can determine which carrier or service proVlder has subsequentl
picked up the communication or call identifying information aD
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beg:un ~erving t~e subscrib~r, su:bject ~ limitations on disclosing 10­
catlon mfonnatlon as descnbed In sectIon 2602(a).

Section 2603, entitled ~otices of c~pacity. requirements," places
the burden on the Government to estImate Its capacity needs and
to do so in a cost-conscious manner, while also providing carriers
with a "safe harbor" for capacity, Sub~ction (aJ requires the Attor.
ney General. within 1 year of enactment, to publish in the Federal
Register and provide U> appropriate industry associations and
standards bodies notices of both the maximum capacity and the ini­
tial capacity required to accommodate all intercepts, pen registers,
and trap and trace devices the Govemment (including Federal.
State and local law enforcement) expects to operate simultaneously.

The maximum capacity relates to the greatest number of inter­
cepts a particular switch or system must be capable of implement­
ing simultaneously. The initial capacity relates to the number of
intercepts the govemment will need to operate upon the date that
is 4 years after enactment.

The Attorney General is directed to develop the notices after can·
sultation with local and State law enforcement authorities and the
carriers, equipment manufacturers and providers of telecommuni·
cations support services. The Attorney General is given flexibility
in determining the form of the notice. For example. the notice may
be in the form of a specific number for a particular geographic
area, or a generally applicable fonnula based on the number of sub­
scribers served by a carrier.

Subsection (bJ provides that telecommunications carriers must
ensure that, within 3 years after publication of the notices, or with­
in 4 years after enactment, whichever is longer, they have the max­
imum capacity and the initial capacity to execute all electronic sur·
veillance orders. If the Attorney General publishes the first capac­
ity notices before the statutory time of one year has elapsed, com­
pliance by carriers must be achieved at the same time as the effec­
tive date in section 2 of this bill. In the event the Atwrney General
publishes the notices after the statutory time limit, carriers will
have 3 years thereafter to comply, which time period will fall after
the effective date in section 2 of this bill.

Subsection (c) requires the Attorney General periodically to give
telecommunications carriers notice of any necessary increases in
maximum capacity. Carriers will have at least 3 years, and up to
any amount of time beyond 3 years agreed to by the At~orney G1!n­
eral, to comply with the increased maximum capacity reqUIre­
ments.

S~ction 2604 protects systems security an~ integrit~ by r~ui~ng
that any electronic surveillance effected withm a camer's sWltchmg
premises be activated only with intervention by an employee of t~e
carner. The switching premises include central offices and mobtie
tel~phone switching offices (MTSO's).

This makes clear that government agencies do not have, the au­
thority to activate remotely interceptions within the prenuses of a
telecommunications camero Nor may law enforcement ~nter on~ a
telecommunications carrier's premises to effect an lntercept~on
without the carrier's prior knowl1!dge and consent when execut~ng
a wiretap under exigent or emergency circums~ces,under s~~on
2602(c). All executions of court orders or authonzatlons reqUtnng
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access ,to the switching facilities will be made through individua
authonzed and desIgnated by the telecommunications carlier, Act
vation of interception orders or authorizations originating in lac:
loop wiring or cabling can be effected by government personnel I

by individuals designated by the telecommunications carrier, d
pending upon the amount of assistance the government requires.

Section 2605 requires a telecommunications carrier to consu
with its own equipment manufacturers and support service provi,
ers t~ ensure that equipment or services comply with the capabili'
requIrements, ~anufacturers and support services providers a
required to make available to their telecommunications carrier eu
tomers the necessary features or modifications on a reasonab
timely basis and at a reasonable charge. Subsection 26051 b I clear
means that when a manufacturer makes available features
modifications to permit its customer to comply with the requil
ments of the bill. the manufacturer is to be paid by the carrier
accordance with normal and accepted business practices.

These responsibilities of the manufacturers and support servic
providers make clear that they have a critical role in ensuring th
lawful interceptions are not thwarted. Without their assistanl
telecommunications carriers likely could not comply with the cal
bility requirements.

Section 2606 establishes a mechanism for implementation of t
capability requirements that defers. in the first instance. to ind!
try standards organizations. Subsection (a) directs the Attor!
General and other law enforcement agencies to consult with as
ciations and standard-setting bodies of the telecommunications
dustry. Carriers. manufacturers and support service providers \
have a "safe harbor" and be considered in compliance with the
pability requirements if they comply with publicly available te
nical requirements or standards designed in good faith to iml
ment the assistance requirements.

This section provides carriers the certainty of "safe harb~
found in standards to be issued under a process set up in the I
The use of standards to implement legislative requirements is
course. appropriate so long as Congress delineates the policy t
the gllidelines must meet. Skinner v. Mid-America Pipeline I

490 U.S. 212, 220 (1989) ("It is constitutionally sufficient if (
gresa clearly delineates the general policy."). ,

This bill. in fact. provides through the four factors 10 sec
2602 much greater specificity than found in many delegat
upheld by the courts. See, e.g., Yakus v. U.S., 321 U.S. 414.
(1944) (upholding delegation of authority to fix prices that "wil
generally fair and equitable and will effectuate the purposes" oj
statute); FPC v. Hope J.Vatural Gas Co., 320 U.S. 591. 600 (1
(delegation to determine "just and reasonable" rates u~hel~)'

The authority to issue standards to implement legislatlon l

gated here to private parties is well within what has been up
in numerous precedents. In St. Louis, Iron Mt. & Southern Ry
v. Ta.ylor, 210 U.S. 281 (1908), the SUK:iie Court ~pb.eld the
gation of authority to the American way AsSOCiation to e:
lisb the standard height of draw bars for freight cars. ~n Noble
Industries v. Secretary of Labor, 614 F.2d 199 (9th .Clr. 19801
ninth circuit sustained Congress's delegation to pnvate orga


